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Abstract 

  

 

In the modern world, security has become a critical need across every domain. Among the various 

approaches, biometric authentication offers stronger protection compared to traditional security 

mechanisms. Within biometric systems, physical traits such as iris, fingerprint, and palm print, 

along with behavioural traits like gait, voice are widely used in all areas. Passwords have 

historically been the standard technique for limiting access to computer systems, however this 

strategy has a number of fundamental problems. Keystroke dynamics is a relatively recent 

biometric identification technique that offers a low-profile, reasonably priced way to make the 

standard login and password process more difficult. Keystroke dynamics enables user verification 

based on individual typing behaviour like rhythm and speed. In this study, Statistical measures 

including mean and standard deviation are calculated from keystroke features such as latency, 

duration, and digraph timing. To improve reliability and identify the optimum features, Adaptive 

sparse feature selection is applied, which efficiently identifies the most relevant feature subset and 

enhances the overall performance. For the classification phase, Enhanced LSTM models are 

employed to classify the users based on their typing patterns. The system’s effectiveness is 

evaluated using standard performance measures such as false positives, false negatives, true 

positives, and true negatives. Keystroke dynamics supports SDG in the way of  energy saving and 

reduce E-waste. The Accuracy of the system is improved while using the Adaptive Sparse with 

the proposed Enhanced LSTM models. This system identifies genuine users and intruders with 

91% of Accuracy Rate. It is useful for more security areas.  
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Introduction 

 

Soft computing (Blackburn et al., 2007; Okwu & Tartibu, 2020) constitutes a broad category that 
encompasses various algorithms utilized to derive approximate solutions for intricate issues 
within the domain of computer science. Biometric research represents a subset of soft computing, 
employing statistical methodologies to scrutinize biological data pertaining to individuals. This 
methodology is pivotal for the identification and verification of an individual's identity predicated 
on distinctive characteristics. Such attributes encompass retinal scans, iris patterns, fingerprints, 
vocal characteristics, and even typing styles (Monrose & Rubin, 2000). These systems find 
applications across numerous commercial sectors, encompassing forensic analysis, access control 
for files, banking security, and attendance monitoring. 

 
Biometrics (Blackburn et al., 2007; AlRousan & Intrigila, 2020) entails the quantitative 

measurement and statistical examination of individuals' distinctive physiological and behavioural 

attributes (Tripathi, 2011; Hossain & Chetty, 2011). Each individual is identified by their unique 

characteristics. Physical identification methodologies are predicated on the examination of a 

person's physiological traits, such as fingerprints, facial recognition, iris patterns, and the 

configurations of palm or finger veins. Behavioural identification methodologies (Tripathi, 2011) 

rely on the analysis of an individual's behavioural traits—attributes intrinsic to each person during 

the execution of actions. Signature verification, keystroke dynamics, vocal patterns, and gait 

analysis are grounded in behavioural characteristic identification methodologies. 

 

 

Methodology 

 

Keystroke dynamics constitutes one of the prominent authentication methodologies employed for 
the identification of individuals. The unique typing rhythm of each individual is discerned and 
validated through a variety of advanced techniques. This technology finds application across 
numerous domains, including attendance monitoring, forensic investigations, banking, and other 
sectors requiring enhanced security measures (Monrose & Rubin, 2000). The principal aim of this 
investigation is to diminish both the False Acceptance Rate and the False Rejection Rate (Teh et 
al., 2007).  

 

Keystroke dynamics facilitates sustainable development by offering an economical, 

energy-efficient, and hardware-free biometric authentication mechanism that fortifies digital 

security, minimizes electronic waste, promotes digital inclusion, and enhances secure 

infrastructures in accordance with Sustainable Development Goals (SDGs) such as SDG 9, SDG 

12, SDG 13, and SDG 16. 

   

 The initial instance of an individual engaging with a biometric system is referred to as 

enrollment or feature extraction (Karnan et al., 2009). In the Enrollment, the system collects and 

saves a person's biometric information. In this research, duration, latency and digraph features are 

extracted from 11 users.  

 

Keystroke Dynamics Working Methodology illustrates the methodology followed for 

collecting and extracting keystroke-dynamics features (Figure 1). To effectively capture a 
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keystroke, it is requisite for users to input their password a total of 10 times. The system acquires 

these features through three distinct methodologies, which pertain to the temporal aspects (in 

milliseconds) that a specific user sustains the key in a pressed state (duration time), the interval 

that elapses between the release of one key and the subsequent pressing of another (latency time), 

and the blend of the above-mentioned termed Digraph as shown in Figure 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Keystroke Dynamics working Methodology. 

 

The data was collected from 11 participants, each utilizing different passwords. The mean 

and standard deviation values were subsequently computed. 

 

 

 

 

 

 

 

 

Figure 2. Measuring Method of Features Duration, Latency and Digraph 
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A keystroke recording application software was conceptualized and implemented utilizing 

the Python programming language for the purpose of archiving the measurements of duration, 

latency, and digraph for each user sample. In the process of generating the raw data file, the mean 

(µ) and standard deviation (σ) (Teh et al., 2007; Karnan et al., 2009) for each feature (i) within the 

pattern set (x) are computed for N samples.  

             Selecting the optimum features from the extracted features, a process known as Feature 

subset selection (Leberknight et al., 2008; Desai et al., 2013), is crucial for effective classification. 

The extracted features consist of Duration, Latency, and Digraph, and these values are input to the 

Adaptive Sparse Feature Selection (ASFS) Algorithm (Shradha et al., 2015; Ali et al., 2016), as 

illustrated in Figure 3, which depicts the three different extracted features processed through the 

ASFS algorithm.  

 

The algorithm begins with Step 1, where features are extracted in milliseconds and 

normalized using statistical measures. In Step 2, the Mutual Information (MI) value for the 

normalized features is calculated using the formula MI(X,Y) = ∑ P(x,y) log(p(x,y)/p(x)p(y)), 

where x ∈ X and y ∈ Y, with P(x) and P(y) representing the marginal probability distributions of 

the feature and its corresponding label, respectively; MI quantifies the extent to which one variable 

(feature) conveys information regarding another variable (label/class). Step 3 involves identifying 

the features with the highest MI values, where Latency and Digraph provide high MI values 

compared with Duration, as determined through Python coding; consequently, the lowest MI 

feature, Duration, is removed, leaving Latency (with the highest MI) as the most significant 

feature, followed by Digraph. In Step 4, L1-regularized logistic regression (LASSO) is applied to 

enforce parity, which helps remove redundant features and select those with the highest impact; 

the optimal weights after LASSO are W(D)=0.5 (low impact), W(L)=0.7 (high impact), and 

W(DT)=0.6 (moderate impact), with the option to drop the lowest value if it is too low. Finally, in 

Step 5, the optimal features selected are Latency (L) and Digraph, and subsequent classification is 

performed using the proposed classification algorithm, Enhanced LSTM networks. 

 

 

  

 

 

  

 

 

 

 

 

 

 

 

 

Figure.3 Three Different Extracted features with ASFS Algorithm 
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Results and Discussion 

 

Following the feature selection process, the finalized optimal features—Latency and Digraph—

are fed into the classification phase. During this phase, the system is trained to establish and 

identify each individual's unique threshold value, which serves as the decision boundary for 

distinguishing whether two samples originate from the same user or from different users. In 

practical deployment, when a user re-accesses the system, the newly captured biometric data is 

compared against the template stored during enrolment; this one-to-one matching process is 

formally defined as verification (Tripathi, 2011; Mhenni et al., 2021). 

 

For the classification task, an Enhanced Long Short-Term Memory (LSTM) network is 

employed. While conventional LSTM models are constrained to process sequential data in a single 

forward direction (Mhenni et al., 2021), the proposed Enhanced-LSTM architecture extends this 

capability by incorporating both forward and backward passes. This bidirectional processing 

enables the model to capture more comprehensive temporal dependencies and sequential patterns 

inherent in keystroke dynamics—a critical advantage for accurately identifying users based on 

their unique typing behaviour. Specifically, the Enhanced LSTM architecture comprises two 

distinct LSTM layers that process the input sequence in opposite directions, allowing the network 

to learn from past and future contexts simultaneously, thereby improving the robustness and 

discriminative power of the user authentication system. 

 

Table 2. Combined state results 

Time 

Step (t) Key Forward ht Backward ht Combined Hidden State (ht) 

t=1 'K' [0.15, 0.40] [0.85, 0.10] h_1 = [0.15, 0.40, 0.85, 0.10] 

t=2 'E' [0.55, 0.80] [0.65, 0.35] h_2 = [0.55, 0.80, 0.65, 0.35] 

t=3 'Y' [0.90, 0.75] [0.30, 0.55] h_3 = [0.90, 0.75, 0.30, 0.55] 

 

P = [0.03, 0.08, 0.65, 0.07, 0.02] 

 

The genuine user is identified based on the highest probability in the Softmax output vector 

P. As observed in Table 2, the third value of the probability and the Z value of 3 rd output also 

maximum value. It also satisfies the confidence threshold value of above 60% .so the third user is 

identified as a genuine user. In keystroke dynamics, Enhanced-LSTMs often achieve better 

performance than unidirectional LSTMs because they have a more complete view of the sequence. 

 

Accuracy calculation metrics such as FAR, FRR are identified and System performance is 

measured (Kumar & Arun, 2025; Karnan et al., 2009). FAR = FA / N *100. FAR stands for False 

Acceptance Rate(Unauthorized accepted), FA for False Acceptance Incidence, and N for Total 

imposter Attempt. FRR = FR / N * 100, where N is the total number of Genuine user attempt, 

FRR(Authorized Rejected) is the false rejection rate, and FR is the number of instances of false 

rejection of Authorized user. System attains a low FAR and Low FRR values such as 0.126, 0.186 
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An Enhanced-LSTM enhanced using the standard LSTM by allowing the model to look 

both forwards and backwards in a sequence, providing a more comprehensive contextual 

understanding which is crucial for tasks where future information is as important as past 

information for accurate prediction or classification. Adaptive sparse Feature Selection with 

Enhanced LSTM models provide a more accuracy compared with LSTM Model. The system 

accept the Genuine user and reject the intruders with the threshold value. It gives 91% accuracy 

for user Authentication. The classification Error Rate is also reduced to 0.198%.  

 

 

Conclusion 

 

The study demonstrated that keystroke dynamics can be used to extract characteristics that can be 

utilized to identify computer users since they are rich in unique mannerisms and behaviours. Ten 

samples of each of the eleven users' features are extracted. Subsets of features are selected using 

Adaptive Sparse Feature Selection Algorithm. Enhanced LSTM models used for classification. 

Adaptive Sparse optimization techniques with Enhanced LSTM classification perform well with 

Accuracy Rate of 91%. Objective of this research FAR, FRR rate are reduced as 0.126 and 0.183. 

SGD of E-waste reduce and Energy Saving also improved using this system. Dynamic 

Authentication with touch screen monitoring is the future enhancement of this research.  
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