JOURNAL OF DATA SCIENCE | Vol.2026, Issue 1, No.3
elSSN:2805-5160

Benchmarking Robust Machine Learning Models Under Data Imperfections
in Real-World Data Science Scenarios

Marlindawati'*, Muhammad Azhar?, Esha Sabir®

Fakultas Vokasi Universitas Binadarma, Palembang, Indonesia
2Department of Applied Data Science, Hong Kong Shue Yan University, Hong Kong,
SAR, China
3Department of Computer Science, University of Sahiwal, Sahiwal, Pakistan

Email: marlindawati@binadarma.ac.id'”, azhar@hksyu.edu?, eshasabirl7@gmail.com®

Abstract

Machine learning systems deployed in real-world environments frequently encounter data
imperfections such as noise, missing values, class imbalance, and distribution shifts. Despite
substantial progress in model development, most evaluation protocols rely on clean benchmark
datasets, creating a gap between laboratory performance and operational reliability. Existing
robustness studies often focus on isolated perturbation types or single model families, lacking a
unified benchmarking framework. This study proposes a structured and reproducible
benchmarking methodology to systematically evaluate model robustness under controlled data
degradation scenarios. Multiple classical machine learning algorithms and deep learning models
were assessed across diverse benchmark datasets. Controlled perturbations—including feature
noise, label corruption, missingness mechanisms, imbalance ratios, and covariate shifts—were
introduced at progressive levels. Performance was evaluated using predictive metrics, robustness
degradation rate (RDR), and computational efficiency, with statistical validation across repeated
experimental runs. Results indicate that ensemble-based methods consistently achieved the
strongest robustness, maintaining degradation rates below 10% under moderate noise and
imbalance conditions. Deep neural networks demonstrated superior clean-data accuracy but
experienced sharper degradation under structured corruption and distribution shifts. Mitigation
strategies such as regularization and resampling reduced degradation by 5-12% under moderate
perturbations but showed limited effectiveness under extreme conditions. The findings
demonstrate that robustness is multidimensional and dependent on alignment between model
inductive bias and data imperfection type. The proposed benchmarking framework provides
practical guidance for selecting machine learning models suited to imperfect data environments,
advancing reliable and deployment-ready Al systems.
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Introduction

In the last few years, we have seen the first attempts to implement Machine Learning (ML) systems
into the real world, where data is often imperfect (Cabrera et al., 2025). In contrast to laboratory
data sets, which can be manipulated to be ideal, real-world data faces a multitude of issues,
including noise, missing data, class imbalance, measurement error, and distributional shifts. These
issues can all impact a model's predictive performance, dependability, and safety. As the study
points out, the imperfections seen in real-world data sets, including noise, missing data, and a
multitude of others, create a significant barrier to the successful implementation of machine
learning. As a result, the ability of machine learning systems to handle data in an imperfect state
has garnered a significant amount of attention in the literature, particularly in areas of a critical
nature such as healthcare, finance, cybersecurity, and industrial automation. In safety-critical areas
such as medical diagnosis and financial risk modeling, the presence of imperfect data can result in
a reduction in performance, as well as an increase in systemic operational risks and ethical issues
associated with a model.

The primary challenge for evaluating machine learning models in a research scenario is a
clean benchmark dataset and the algorithm's ability to assess the dataset in full variability
(Ahangaran et al., 2024). A potential flaw in the algorithm is the unresolved data characteristics
(i.e., the dataset is incomplete, unbalanced, or consists of excess noise). It is evident that if models
are deployed in practical scenarios, the algorithm's estimation of performance will be too
optimistic. This trickle-down effect exemplifies the severe complications that the ideal data
characteristics present in a set and the practical application of the model in real scenarios. There
are far too many unnerving issues plaguing practitioners when they are faced with imprecise,
incomplete, or real-world data environments, which is exacerbated by the absence of thorough and
methodical testing.

On the contrary, existing studies analyzing the effects of robustness in machine learning
are scant (Uddin et al., 2025). A majority of studies analyzing the models or data sets are singular
in nature, and this singular focus further limits the generalizability of the study. A considerable
void or gap is easily observed in existing research to support a unified framework or arch to
benchmark a variety of machine learning models when they are subjected to diverse imperfections
of data across machine learning models (Azhar et al., 2025).

In order to fill this gap, the study at hand develops a detailed methodology for
benchmarking and assessing the performance of the strongest machine learning models, using
simulated control alterations of data as they would appear in practice (Park, 2025). The evaluation
framework is designed to incorporate and assess many different factors beyond predictive
accuracy, such as the rate of degradation of robustness and the degree of loss or cost of prediction.
Such a multidimensional evaluation is critical in the case of the cited evaluation framework
because the totality and the intricacy of the model framework and underlying data do not stand as
a proxy for the degree of the model framework’s robustness. The methodology is designed to allow
for perturbations to be incorporated in a systematic manner in order to evaluate and provide a
rigorous framework for model performance in the presence of various conditions around the
model.
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The research employs widely accepted benchmark datasets for reproducibility and validity
in reference to previous research (Sourlos et al., 2024). The research uses applied control
perturbation methods to determine the standard practice for data gaps in order to evaluate data of
consistent quality. The research aims to identify and explain the differences in data quality, as
opposed to the differences in the available data sets, by evaluating/classifying various classical
machine learning methods and deep learning models. The research aims to provide a framework
to evaluate various paradigms of classical machine learning methods and deep learning models.
The research aims to provide a framework to evaluate various paradigms of classical machine
learning, complemented by rigorous evaluation of system effectiveness and loss. In addition to
these, other frameworks must be used to evaluate the predictive system efficacy and the system’s
behavioral absorbing quality to achieve overall model effectiveness in predictive robustness and
safety.

Perturbation-based retraining and benchmarking is performed using a clean data baseline
and a systematic data perturbation and degradation training and retraining pipeline, ensuring data
perturbation and baseline performance degradation benchmarking retains its methodological rigor,
and more importantly, provides quantitative benchmarking of the model’s adaptive system
stability degradation in the presence of varying types of imperfections (Faddi et al., 2025). Also,
the use and effectiveness of preprocessing and data augmentation techniques, which are commonly
used and suggested for the purpose of minimizing the degradation of model performance, provide
valuable insight for actual implementation. As far as we are aware, no previous study has (i)
created a unified and cross-paradigm benchmarking framework, allowing for the evaluation and
comparison of multiple model types against different, real-world scenarios of data imperfections,
and (ii) established a standardized degradation framework for benchmarking models against
different real-world scenarios of data imperfections and perturbations. This paper provides (i) a
perturbation-based retraining and benchmarking methodology, (ii) a performance degradation and
efficiency degradation performance measure cross-model comparison from the classical to the
deep learning framework, and (iii) a validated and reproducible perturbation-based retraining and
benchmarking methodology.

This research aims at two primary objectives. First, the research aims at establishing a
reproducible benchmarking framework for assessing the robustness of machine learning models
for realistic imperfections in data (Fabra-Boluda et al., 2024). The second is to create evidence that
practitioners can use to make model choices for imperfect data. This study also considers the
absence of robustness from a multidimensional perspective, as opposed to a singular view. The
study highlights the need for examining the robustness of artificial intelligence systems in the face
of dynamic and imperfect data. The framework of the evaluation is shown in Figure 1.
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Figure 1.

Unified Robustness Benchmarking Framework

The framework visually depicts the systematic evaluation pipeline that starts with the
design of the dataset, model tuning to achieve a certain baseline performance, application of a
defined set of controlled perturbations, model retraining under a variety of degraded conditions,
and concludes with a model evaluation against the defined robustness dimensions (Schwabe et al.,

2024).

Methodology

The systematic evaluation of data imperfections that were analyzed is identified and summarized

in Table 1 (Orlu et al., 2023).

Table 1. Types of Data Imperfections Evaluated

Imperfection Type  Simulation Strategy

Theoretical Impact

Evaluation Focus

Feature Noise Gaussian perturbation

Label Noise Random flipping
Missing Data MCAR / MAR

Class Imbalance Ratio adjustment
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Distribution Shift ~ Covariate drift Alters input Generalization
distribution stability

Research Design Overview

The author(s) of the aforementioned study devised a controlled experimental
benchmarking framework to study real-world limitations caused by imperfections in data and the
extent to which machine learning models can learn to ‘overcome’ these imperfections (Giines et
al., 2023). The framework is designed to achieve the same data quality deterioration across the
board for the given models in order to evaluate several models in precise, controlled, experimental
conditions. The procedural steps of the experimental pipeline are as follows (i) baseline training is
conducted on clean datasets, (ii) controlled data deterioration is applied, (iii) assessment of the
models’ performance is conducted in the presence of the aforementioned data deterioration, and
(iv) assessment of several models and several data deterioration remedial strategies is conducted
to identify models and strategies that are the most effective in addressing the posed problems.

In contrast to most evaluations, which are concerned only with the predictive power or
accuracy of the models, in this study, the evaluation of the models’ predictive power/accuracy is
integrated with the models’ ability to’ gracefully deteriorate under a unified evaluation framework
(Yong et al., 2025). Stability, robustness, and computational efficiency are merged into a single
benchmarking metric. This multi-dimensional evaluation provides the ability to focus on how the
models will perform in a real-world scenario, as opposed to how the models will perform in an
isolated laboratory environment.

Dataset Selection and Preparation

To achieve uniformity regarding consistency and comparability for all experiments for all
datasets, a set of preprocessing measures has been performed on all datasets (Ahuis et al., 2024).
First, all duplicated entries were removed. Then, normalized and standardized data was applied to
preserve numerical stability across data models. All experiments were done maintaining a data
split of 70% training data, 15% validation data, and 15% testing data. For classification tasks,
stratified sampling was implemented to preserve class distribution across splits. Baseline models
were initially trained on clean datasets to establish reference performance metrics, which served
as the upper-bound benchmark for subsequent robustness comparisons under perturbed conditions.

Data Imperfection Modeling

To simulate realistic real-world conditions, four major types of data imperfections were
systematically introduced (Gomez et al., 2025).

Noise Injection

Feature noise was introduced using additive Gaussian perturbation (Zeng et al., 2025):

g’ =xz+¢ e~ N(0,0%)
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where ¢ controls the noise intensity. Noise levels were progressively increased (e.g., 5%,
10%, 20%, 30%, 40%) to evaluate degradation trends (Garcia-Blay et al., 2025).

For classification tasks, label noise was simulated by randomly flipping class labels with
probability p (Burgert et al., 2022). This models annotation errors common in real-world datasets.

e Missing Value Simulation

Missingness was introduced under two mechanisms (Dekermanjian et al., 2022):
« Missing Completely at Random (MCAR)
» Missing at Random (MAR)

Missing rates were varying from 5% to 30% (Pham et al., 2024). Before training, standard
imputation methods (mean, median, k-nearest neighbor and model-based imputation) were applied
in order to assess the effectiveness of the mitigation.

e Class Imbalance Modeling

Imbalance scenarios were simulated by progressively varying the majority-to-minority
class ratios (e.g. 1:2, 1:5, 1:10) (Mosquera et al., 2024). To assess the effectiveness of the
correction strategies, the oversampling (SMOTE) and undersampling methods were employed.

e Distribution Shift Simulation

The test set had its label structure and distributions of some of its features altered (Tamang
et al., 2025). This approach would mimic the conditions of deployment drift.

Let Piqin(X,Y) denote our training distribution. A distribution shift alters the test
distribution such that (Al-Maliki et al., 2024) modifies test distribution such that:

Pirain(X) # Pest(X), P(Y | X) = constant

Bayram & Ahmed (2023) comment that these conditions are satisfied within the context of
covariate shift and provide the means to assess the adaptability of model generalization to
deployment drift.
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Figure 2. Data Imperfection Simulation Strategy

This research Massoukou Pamba et al. (2023) considers five Controlled Data degradation
mechanisms illustrated in the figure. In this work, feature noise is modelled using Gaussian
perturbation, label noise by flipping to random classes, missing data via MCAR/MAR masking
methods, class imbalance by shifting class distribution, and distribution shift by modifying the
train-test density functions. These structured perturbation strategies enable systematic robustness
evaluation across multiple degradation scenarios.

Model Selection

To ensure broad comparative validity, the study evaluated both classical machine learning
algorithms and deep learning architectures (Gawande et al., 2024). For the selected models, we
have included Logistic Regression, Support Vector Machines (SVM), Random Forest, Gradient
Boosting methods (XGBoost), Multilayer Perceptron (MLP), and Convolutional Neural Networks
(CNN), where applicable, and structured input representations. This option allows for a cross-
paradigm comparison of linear models, ensemble-based models, and neural architectures. Model
hyperparameters were set by grid search, and for each model, we performed cross-validation on
data validation sets to maintain the model state as clean, fair, and untweaked.

Evaluation Metrics

Assessing the performance of each model has been done by means of evaluating a task to
ensure a comprehensive evaluation for all classification and regression problems (Armano &
Manconi, 2023). In classification problems, a model has been evaluated for accuracy, precision,
and recall (APRC), and the area under the receiver operating characteristic curve (ROC-AUC) to
evaluate overall performance and class-sensitive performance. In regression problems, the
evaluation consisted of the mean squared error (MSE), the root mean squared error (RMSE), and
the coefficient of determination (R?) to evaluate and quantify the accuracy of a model.
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We can quantify how robustness declines through defining Robustness Degradation Rate
(RDR) (Farrell et al., 2022):
Per formancecican — Per formanceperturbed

RDR =

Per formanceean

Lowest RDR values correspond to the highest robustness (Stahl et al., 2025).

Aside from the predictive metrics, the authors measured the computational efficiency in
terms of training time, latency of inference, and occupancy of memory for the shards (Sivakumar
et al., 2024). These metrics also ensure the operational robustness of the predictive analysis of the
RDR.

Experimental Protocol

In all experiments, a standardized and reproducible methodology was implemented
(Mundinger et al., 2025). First, the models were trained on clean training datasets and the baseline
performances were evaluated on clean test sets. Then, through controlled perturbation, certain
imperfections were created in the data and the models were either retrained or were evaluated
according to the designated experimental framework. Finally, the performance drop was evaluated
in contrast to the baseline.

In order to account for the statistical reliability of the experiments, all experiments were
completed in five iterations and mean values, in addition to standard deviations, were recorded
(dos Santos et al., 2023). Using paired t-tests, the authors of the analysis measured the
discrepancies between the models in order to determine how significant the differences were and
to eliminate the possibility of the observed differences being a result of randomness. For
transparency and reproducibility, Table 2 highlights the experimental configurations.

Table 2. Experimental Configuration Summary

Category Component Configuration
Data Preparation Train/Validation/Test Split 70/15/15
Perturbation Design Noise Levels 5-40%

Missing Rates 5-30%

Class Ratios 1:2-1:10
Experimental Protocol Number of Runs 5

Statistical Test Paired t-test
Model Optimization Hyperparameter Tuning Grid search + CV
Hardware Execution Environment CPU + GPU

In order to facilitate monotonic degradation analysis, all perturbation levels were applied
incrementally (Chen et al., 2022). This provided a structured framework for drawing comparative
conclusions regarding the robustness curves across the various families of models.
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Mitigation Strategy Evaluation

In each of the mitigation strategies implemented for the experimental design, | Integrated
mechanisms for the possible enhancement of robustness (Roshani et al., 2024). The mechanisms
included the application of methods of regularization (i.e. L1/L2 penalties, dropout), imposition of
early stopping to sidestep overfitting, data augmentation, and the use of robust loss functions. I
evaluated the mechanisms to ascertain if they posed any success in the reduction of rates of
robustness degradation in consideration of the different types of data imperfections, thereby
documenting methods that constitute the greatest stability improvement.

Reproducibility and Implementation Details

All the experiments were carried out in Python and used popular libraries in machine
learning (Scikit-learn and PyTorch or TensorFlow) for deep learning models (Li et al., 2024).
Other libraries such as NumPy and Pandas were used for data manipulation and number crunching,
respectively. To aid in the reproducibility of the experiments, | fixed the random seeds of each of
the runs and conducted the experiments in a multi-core CPU environment with GPU support for
deep learning models. These details offer aid in the transparency and replicability of the research.

Theoretical Framework of Robustness

Robustness refers to the stability of model performance when small controlled changes are
made to the model inputs and outputs (Freiesleben & Grote, 2023). Formally, a model f is robust
if:

sup |L(f, X) — L(f, X + &)
scA

Robustness can be defined as the boundedness of the maximum loss deviation, sup = 6§ €
4, demonstrating limited loss deviation when considering all acceptable changes within a bounded
perturbation (Calafiore et al., 2025).

This definition aids in the stability evaluation in the area of statistical learning and
evaluates it against the principles of distributionally robust optimization (DRO) (Blanchet et al.,
2025).

Methodological Summary

The framework proposed in this research offers a consistent and repeatable benchmarking
methodology to simulate realistic data imperfections in a systematic way to extend the data
imperfection framework to classical and deep learning model comparisons, measure the extent of
data imperfections and evaluate the data imperfection mitigations, and evaluate the predictive,
robust, and efficient data imperfection frameworks all within a singular comprehensive evaluation
framework (Myren et al., 2026). This, coupled with the theoretical and experimental framework,
aids the understanding of how the assumptions of the model and the imperfections present in the
operational data environments interact and enables the research in robustness to move beyond
simple experimental frameworks or only one systemic experimental framework.
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Results and Discussion
Baseline Performance on Clean Data
In order to evaluate the baseline performances of the models without perturbations, all models
were assessed on clean datasets. The baseline performance of all models assessed is captured in
Table 3.

Table 3. Baseline Performance on Clean Data

Model Accuracy  Precision Recall Fl1- ROC- Training Model

Score AUC Time (s)
Logistic 0.872 £ 0.868 0.861 0.864 0902 34 Logistic
Regression 0.006 Regression
(LR) (LR)
Support Vector 0.889 + 0.884 0.878 0.881 0917 12.7 Support Vector
Machine 0.008 Machine
(SVM) (SVM)
Random Forest 0.921 £+ 0.918 0914 0916 0946 93 Random Forest
(RF) 0.005 (RF)
XGBoost 0.928 £ 0.924 0919 0921 0952 158 XGBoost
(XGB) 0.004 (XGB)
Multilayer 0915 =+ 0.910 0905 0907 0.941 284 Multilayer
Perceptron 0.009 Perceptron
(MLP) (MLP)
Convolutional 0923 £+ 00919 0912 0915 0949 42.6 Convolutional
Neural 0.010 Neural
Network Network
(CNN) (CNN)

Ensemble-based models, especially Random Forest and XGBoost, performed the best in
terms of predictive accuracy and ROC-AUC score, and overall precision, recall trade-off, as
illustrated in Table 3. While the deep learning models took the longest to train, and the linear
models like Logistic Regression were fast, they also had low accuracy, especially when the
dimensionality was high and the data was non-linear. These baseline metrics will be used to
measure the upper-bound of the potential reduction of the metrics to understand the robustness
degradation. It is critical to understand that high performance on clean data does not guarantee
high robustness, and in fact it may be the case that models with large capacity may be subject to a
greater performance collapse under perturbation.

Impact of Noise Injection
e Feature Noise
Increasing levels of Gaussian noise intensity led to the performance of all models

decreasing, although the different model types varied in how much they decreased. Linear models
showed a slower decrease in performance, due to their lower sensitivity to higher frequency noise.
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Alternatively, deep neural nets showed a much sharper performance loss after reaching a noise
level of 20%, due to their ability to model complex relationships, which lose stability when the
feature space is too noisy.
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Figure 3. Robustness Degradation Curves Under Feature Noise

The monotonic degradation of the models in the provided graphs also helps validate the
stability of the perturbation by confirming the performance decay is based on structure, and not
due to random fluctuations. This shows the controlled perturbation is accurate, and neural models
such as MLP and CNN, demonstrate a greater performance decrease than ensemble models
(Random Forest and XGboost), which also experience a lower performance decrease when the
Gaussian feature noise intensity is raised from 0% to 40% of the provided images.

The Random Forest and Gradient Boosting models as ensemble methods provided the best
performance and showed the highest resilience to the varying Gaussian noise. Their built-in
averaging mechanisms help lower the variance and lessen the perturbation effects on the features.
This shows that although a model's performance can improved by adding complexity, the structure
and types of inductive biases that models implement can determine model performance without
added complexity.

In terms of numerical data, Robustness Degradation Rate (RDR) reports that ensemble
models at moderate noise levels stay below 10% while at greater noise levels, deep neural networks
take a hit of over 18% degradation. This shows that the mechanisms aimed at reducing variance
are crucial in prediction behavior stabilization.

e Label Noise

Across all models, when compared with features noise, label corruption produced greater
degradation. Deep models, with their high capacity allowing them to memorize the corrupt noisy
labels, were particularly vulnerable. Logistic Regression, with a lower baseline accuracy, seemed
to have lower degradation under mild label noise, suggesting that the less complex hypothesis
spaces could potentially have some form of implicit regularization.
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The degradation caused by the robust loss functions were less severe that than of the high
corruption rates, meaning that other than preprocessing, some architectural and training strategies
must be used to bolster the model's defenses against label noise.

e Missing Data Effects

With data that is Missing Completely at Random (MCAR), the performance degradation
was moderate in all models that used imputation strategies. In models that were more reliant on
the correlated feature systems, the degradation was exacerbated under data that is Missing at
Random (MAR).

K-nearest neighbors imputation outperformed mean/median imputation in preserving
predictive structure. Deep learning models showed sensitivity to imputation bias, indicating that
representation learning may amplify systematic imputation artifacts.

The ability to split on features is of greater importance than the ability to split. It is also
aligned with the decision tree based robustness where the natural resilience of feature subsampling
to be able to slice is used to impute the uncorrelated features.

Class Imbalance Scenarios

Increasing imbalance ratios negatively affected the recall of the minority class, which is
concerning because recall may be affected while accuracy remains stable. This is a problem
because it shows that accuracy is a poor metric to use to determine the robustness of a model under
a class imbalance.

Support Vector Machines and Logistic Regression suffered the most under extreme class
imbalance (1:10) for the minority class. The best improvement to recall and the F1-Score were
found in the ensemble methods combined with SMOTE, which is a resampling method.

Even though class weighted loss functions were an improvement for Deep Neural
Networks, the improvements were minor when there were extreme class imbalances. This shows
that there is still a need to evaluate the fairness-aware metrics when testing the robustness of a
model.

Distribution Shift Analysis

The covariate shift simulations showed that models trained on clean distributions
ultimately suffered from generalization loss when the distributions of the features were changed.
Deep learning models exhibited greater instability to changes in distribution than ensemble
methods, which shows that they may be overfitting to the specific distributions of the training data.

Ensemble models suffered less from distribution shifts than other models because
subsampling and averaging of the features decreased their sensitivity to the specific patterns of the
training data. With this, it supports the idea that the models with higher representation capacity
can overfit to the training data rather than generalizing it.
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The results stress the point that the stability of learned decision boundaries is critical for
robustness under distribution shifts. The evaluation of each model under five different types of
imperfections is summarized in Table 4 which contains the average Robustness Degradation Rate
(RDR) for all degradation scenarios.

Table 4. Average RDR (%) Across Imperfection Types

Model Noise Label Noise Missing Imbalance Shift
LR 12.1 9.8 10.3 18.4 14.2
SVM 11.3 10.6 9.7 16.9 13.8
RF 7.2 8.5 6.9 10.3 9.1
XGB 8.1 9.2 7.4 11.0 9.9
MLP 15.6 18.7 14.2 16.3 17.1
CNN 18.4 21.2 15.8 17.6 19.3

The mean RDR values reported in Table 5 were calculated from the average degradation
scores of each model across the five perturbation categories. Thus, Table 5 provides an aggregated
ranking derived from the mean degradation values reported in Table 4.

Comparative Robustness Across Model Families

The collective evidence regarding the diverse types of imperfections revealed the first few
notable patterns in the behavior of model robustness. First, robustness is multidimensional, and no
model consistently dominates in all perturbation situations. While the ensemble-based technique
remains prominent for feature noise, missing values, and class imbalance and is the most stable in
the presence of noise, it is not consistently the best for every corruption. While deep learning
models get the best initial performance on clean datasets, they are more susceptible than others to
structural corruption, especially for label noise and distribution shifts. To integrate evidence of
multidimensional robustness into a single comparative measure, Table 5 shows the total robustness
measure derived from the mean Robustness Degradation Rate (RDR), as determined by averaging
the total degradation across all imperfections evaluated.

Table 5. Ranking of Models by Overall Robustness Score

Model Mean RDR Robustness Rank
RF 8.4 1
XGB 9.1 2
LR 12.0 3
MLP 16.5 4
CNN 18.6 5

It is worth noting that based on the ranking of robustness, the variance in Figure 4 will
explain the stability that ensemble methods have on stability statistically. The ensemble based
models, based on the total aggregated metrics of degradation, achieved the highest ranking in
robustness, thus proving their stability structurally under heterogeneous perturbation scenarios.
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Even though simpler linear models have lower accuracy of clean data, they show stable
degradation in cases of mild label noise. This is likely due to hypothesis spaces being restricted
which protects the model from poor annotated data. The described linear models do not do well
with non-linear perturbation that are complex. In total, these pose the question of how to better
arrange the model’s inductive bias to structural alterations that data imperfections will have. With
the evidence, the statistical ranking, and empirical evidence, data imperfections show ensemble
models are the most stable level of predictive performance and structural robustness.

Effectiveness of Mitigation Strategies

The use of different methods like the robust loss functions and data augmentation do seem
to lower the degradation rate, but there is varied effectiveness depending on the type of
imperfection.

Dropout showed that neural networks became more resilient to the feature noise, but not
the label noise. When SMOTE was implemented, it would increase the recall of the minority class,
but in some cases, would cause some overfitting. Early stopping was useful in reducing how deeply
the model was able to memorize the corrupted labels.

The aggregated RDR comparison still revealed that mitigation strategies provided approx.
5-12% improvement in robustness under moderate perturbations, and this improvement
diminished under more extreme corruption scenarios. This suggests that mitigation strategies may
be more of a 'partial stabilisation' tool, and offer little in extreme data stability.

Statistical Significance and Stability Analysis

Statistically significant differences were confirmed via paired t-tests, where p < 0.05, more
so in degradation rate bias towards ensemble models compared to deep neural networks under
perturbed noise and imbalanced conditions. This bias observed in five independent runs
demonstrated ensemble methods surviving with more stability (in this case lower standard
deviation). These findings enabled more confident conclusions and reinforced that these
differences should not be attributed to an arbitrary, random effect.

61

" " XOn MLF CNN

Figure 4. Robustness Degradation Rate (RDR) Variability Across Independent Runs

http://ipublishing.intimal.edu.my/jods.htm 51



JOURNAL OF DATA SCIENCE | Vol.2026, Issue 1, No.3
elSSN:2805-5160

The lower inter-run variability illustrated in Figure 4, ensemble-based methods exhibit
substantially lower inter-run variability compared to deep neural networks.

Theoretical Interpretation of Robustness Patterns

From a viewpoint via statistical learning, bias and variance through perturbations models
can explain some level of robustness. Perturbations may evoke high levels of variance, but layered
models should still have an overall smoother degradation with an averaged ensemble behavior.
This should cause less variance and uplift the degradation behaviors.

When using classical bias-variance decomposition, prediction error can be described as:

o 92 o o *
Error = Bias® + Variance + Irreducible Noise

El(y — f(l'))3J — Bias® + Variance + o

In this case the bias captures systematic approximation error, the variance captures the
effects of training data fluctuations, and o2 is the irreducible stochastic noise.

Both variance and noise are said to increase under perturbation, and this is exacerbated for
high-capacity learners, where flexible hypothesis spaces increase variance under changes to the
distribution. This is in contrast to ensemble models, where integrated structural variance-control
mechanisms result in smoother degradation. Robustness is not simply a function of model
complexity; the above provides an explanation of why that is the case. It is the result of the right
balance between the model’s inductive bias and the perturbation of the data distribution.

Practical Deployment Implications

The data has some empirical evidence, which is a case for a multitude of different practical
aspects in the real world. In noisy, incomplete, and moderately imbalanced environments,
ensemble methods demonstrate stable and consistent performance. Deep learning architectures,
while powerful, should be implemented with significant regularization and active monitoring in
adaptive or drift active environments. Moreover, model evaluation workflows should include
active degradation testing; reliance on the absence of degradation on validation sets is misleading,
as performance on clean data is a poor indicator of operational durability. Consequently,
incorporating degradation testing is critical for limiting the risk associated with fielding the model
and for sustaining performance when data quality is poor.

Limitations
While the proposed framework ensures controlled and reproducible benchmarking, the
perturbations remain synthetically generated and may not capture fully adversarial or domain-

specific corruption patterns observed in operational systems. Future validation on uncontrolled
real-world degradation streams is therefore required.
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e Summary of Key Findings

This analysis revealed a myriad of combinations in which model families, along with the
variances in corruption types, displayed differing degrees of robustness. While the overall
versatility of deep learning models is greater than that of other models on uncorrupted datasets,
they in fact are more vulnerable to various forms of corruption. Additionally, new models are more
likely to dominate the field of clean-dataset competitions, while the model families that use
ensembles display an inordinate amount of resiliency in the face of different forms of perturbation.
The combination of regularization and resampling can provide some improvement that is easily
quantifiable, but that improvement becomes more difficult to gauge in the harshest extremes of
corruption. Most interestingly for the reader, the author of the study came to the correct conclusion
that the robustness of a model cannot and, in fact, need not be determined solely on the basis of
the accuracy of the predictions of the model. In the take away a robust model is the product of the
design of the model, a set of inductive biases of the model, the method of training the model, and
a unique set of imperfections in the data that is used.

Conclusion and Future Work
Conclusion

This study proposes a systematic robustness benchmarking framework of focused
benchmarking for the various types of extant data imperfections that test the limits of machine
learning robustness, including, but not limited to, feature noise, label corruption, missing data,
class imbalance, and data distribution shift. The method developed for the focused, new
benchmarking is predicated on the fact that most data imperfection evaluation paradigms have an
overwhelming dependency on the 'model' possessing clean-data accuracy and, therefore, conceal
the relative predictive performance, robustness, the rate of degradation of the robustness, and the
efficiency of the robustness of the model in a single evaluative framework. The focused
benchmarking method controls various forms of data imperfection in the framework of the
machine learning model and, in addition to empirical based data, evaluates the model from the
perspective of every major algorithmic model of the classical and deep learning models, including
all of the algorithmic families.

The study highlights that the decoupling of robustness is empirically decoupled from model
complexity and baseline predictive superiority. In the majority of perturbation situations, ensemble
methods (especially tree-based methods) demonstrated greater robustness due to their variance
reduction and feature subsampling. While deep neural networks achieved a good performance
based on non-defect data, they increased sensitivity to certain structured corruptions, and their
performance was more significantly impacted by distribution shifts and greater perturbations.
Linear models showed less expressiveness, but under the influence of a strong moderate label
noise, Linear models showed significant stability, and it is reasonable to conclude on the protective
role of a restricted hypothesis space.

It is an important area of research in the study context and multidimensional. No other
model demonstrated better performance across more than one defect type than the model that was

http://ipublishing.intimal.edu.my/jods.htm 53



JOURNAL OF DATA SCIENCE | Vol.2026, Issue 1, No.3
elSSN:2805-5160

presented. Instead, it is the stability of performance over the interaction area that determines the
model’s inductive bias and data degeneration. In most cases, the borders, and the loss functions
that are robust to corruption in data, bias the repercussions that are less than the ends of data
degeneration. Above all, the model selection places more emphasis on the data itself. Instead of
working with the data that is not defected, it is important to work with the data that has.

Theoretical frameworks of models of bias-variance elucidate how data-deficient intervals
prompt increases in effective model variability as well as increases in noise components which
affect the model to a greater extent. Therefore, instead of examining predictive accuracy, consider
the concept of robustness to be a defining behavioral trait of model performance when the model
is subjected to data-deficient intervals.

Regarding the operational side of locating reliable ML, the benchmarking protocol
proposed in this paper suggests practical ways to implement ML in data-degraded practical
environments for the first time. Those in a structured degradation testing method model. This
research shows that trustable ML and reliable Al can be operationalized by incorporating real data
setstreams instead of theoretical data in building an operational Al system. Collectively, these
findings reposition robustness evaluation as a primary design criterion rather than a post-hoc
validation metric.

While the proposed framework provides systematic benchmarking under controlled
perturbations, the study relies on simulated degradation rather than fully uncontrolled real-world
noise distributions. Therefore, external validation on operational datasets remains necessary to
further confirm generalizability. These findings advocate for a paradigm shift from accuracy-
centric evaluation toward stability-aware machine learning design, particularly for deployment-
critical systems operating under non-ideal data conditions. Across five perturbation categories,
ensemble-based models reduced mean degradation by approximately 35-45% relative to deep
neural architectures under high corruption levels.

Future Work

While this study establishes a comprehensive benchmarking framework, several avenues
for future research remain.

First, future investigations should extend robustness evaluation to domain-specific large-
scale real-world datasets beyond standard benchmarks. The addition of high-dimensional data sets
that are industrial, medical, or streaming, data sets would be useful in understanding the evolving
and dynamic behavior of robustness.

This work is based primarily on pre-existing mainstream deep learning models. A possible
future direction for robustness research in transformer style models, graph neural networks, and
foundation models would be of great interest. With the increasing use of such models,
understanding how they degrade when subjected to such structured corruption is of great
significance.
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Third, this study models controlled perturbations independently. However, real-world
datasets often exhibit compound imperfections simultaneously (e.g., noise combined with
imbalance and missing values). Evaluating robustness in a multi-dimensional perturbation
framework will be more realistic and complex degradation landscapes.

As for the mechanisms for adaptive robustness, there is still much to be explored in this
area. Investigating techniques for the dynamic adaptation of models, including processes such as
continual learning, uncertainty-aware training, self-supervised pretraining, and domain adaptation,
may help to develop adaptive and resilient systems that cope with the challenges of the drift of
data distribution.

Fifth, there is still much to be done in the area of theoretical robustness guarantees. This is
because there is still much to be uncovered in this area. In one sense, the empirical degradation
rates do provide a useful sense of the practicality of the problem. In this sense, | would encourage
the next round of research to provide certain empirical boundaries to explain the stability of
performance of a system across multiple, limited, and random changes to the system. | believe that
the integration of certain specific risk evaluations of robustness with the generalization and
distributionally robust evaluation methods should further develop the area of evaluation
theoretically.

Finally, there is a need to effectively assimilate the evaluation of robustness into the various
AutoML processes. The evaluation of degradation and the evaluation of the stability of a model
under practical, and realistic, imperfections should be the processes in which the model and hyper-
parameters are selected and evaluated.

Closing Remark

The robustness of machine learning systems has generally been measured during a
controlled experiment in a laboratory. Systems being measured in real-world scenarios require
robustness to imperfect real-world data, and thus, a different approach to measuring robustness in
real-world scenarios is needed as opposed to controlled laboratory scenarios. The research that has
been conducted demonstrates that measuring robustness across multiple different imperfections of
data provides a more in-depth understanding of model behavior. The research also helps to
understand and expose imperfections in real-world data that may not be visible in systems that
perform well in laboratory scenarios. Progress in the real-world scenarios of Al systems
performing in the context of imperfect data will need to include a combination of empirical
measurements, theoretical perspectives, and adaptive mitigation to create robust Al systems.

Research Contributions

The contributions of this study include the establishment of a benchmarking system of
unified robustness measuring systems that include predictive accuracy, rate of degradation, and
computational efficiency, as well as systems measuring each component separately. The
complexity of measuring each component includes creating a system to measure classical systems,
ensemble-based systems, and deep learning systems under five different controlled data
imperfections. Each of the components and systems mentioned also need to include the
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measurement of real-world systems, systems that perform fully autonomously, and systems that
utilize machine learning in self-optimizing systems.
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