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Abstract

Due to the pandemic Covid-19, human’s health has become one of the most important things
to pay more attention to in our daily life. Pandemic Covid-19 could be controlled by social
distancing. Therefore, if the condition is allowed, humans are encouraged to not have any
physical touching between each other. The Internet of Things (IoT) based Health Monitoring
Application is proposed for the medical staff to monitor their patients through their mobile
devices. The proposed system allows patients to update their daily health condition to the
system and medical staffs are able to monitor their patients through the system by their mobile
devices. The proposed system is more feasible than most of the existing system because it is
an application that can be accessed from their mobile devices rather than only browsing the
website using the laptop or computers. Since patients can update their own health condition to
the system, they are not required to go to the hospital for a medical check-up. They are required
to go for a medical check-up only if or when doctors find abnormal symptoms in patients’
recorded health. Besides, personal health conditions are considered as confidential information.
Therefore, the author would analyze the security risks and the risks of the backend system of
the proposed solution. Furthermore, the author would also enhance the security and privacy of
the proposed system by implementing Blockchain Technology.
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Introduction

Referring to the latest condition in the world, there are number of patients are increasing rapidly
due to the pandemic of Covid-19. (Vrshneya, 2020) points out that in the battling with the
pandemic Covid-19, digital tools such as telehealth is playing an important role in this situation.
‘Telehealth is the use of digital information and communication technologies, such as
computers and mobile devices, to access health care services remotely and manage your health
care’(Mayo-Clinic-Staff, 2020). Telehealth is still growing and is a relatively new research.
Many studies had shown the approach on developing telehealth using 10T resources.
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There are incomparable advantages like improving the health of patients, quality and
efficiency of the treatments with the use of technology-based healthcare method (Patel
Nasrullah, n.d.). The benefits of using technology-based healthcare methods are real-time
reporting and monitoring, end-to-end communication, tracking and alerts, etc. (Benefits of
Using loT in Healthcare Industry, 2019; Patel Nasrullah, n.d.).

As telehealth is still a relative new research that provides an end-to-end communication,
hence, Blockchain Technology is used to enhance the security and privacy of the proposed
system as this is the main problem of the telehealth technology. Blockchain is a system that
stores information in a special way which makes the information hard or impossible to edit,
hack, or cheat the system. A Blockchain is distributed across the network that does not require
any third party to be involved. Therefore, only the authorized users are allowed to enter the
network to get the information.

Methodology

Background study, conduct interview session, and conduct questionnaire session are the
processes used by the author to collect the data. The author had read through many journals,
article and did some background study to understand more about the 10T health monitoring
system and study the risks and security problems raised by the IoT health monitoring system.

By conducting the interview session with the experienced medical staff, the author gets
to know in-depth understanding about the procedures and processes of the healthcare system.
Besides, the author gets to know the features and functions needed to be included in the system
from the experienced medical staff to develop a more efficient and effectiveness system.

From the questionnaire session, the author gets to collect more information from the
target users about the loT health monitoring system, and to get to know whether the target users
were alert with the existing risks, security, and privacy issues of the 10T health monitoring
system. Also, the author was got to know whether the target users think that Blockchain
Technology could enhanced the existing risks, security, and privacy issues.

By using the data gathered from all the research above, the author had successfully

developed an 10T Health Monitoring System using Blockchain Technology to reduce the risks
and enhance the security and privacy issues.
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Results and Discussion

Figure 1. Setting Up the Sensors

In Figure 1, it is showing how the author had set up the sensors. The motherboard used
is Raspberry Pi 3 B+. The reason of choosing this is because it supports wireless connection
which allow the author to connect to the motherboard wirelessly. Besides, the author has
included the 2 main sensors used to monitor the health condition which are Temperature sensor
and Pulse Rate Sensor. Also, the author has included the Push Button Sensor which act as an
emergency button, allowing the user to press the button if they were in bad condition.

iot-network applicationjavascript  wallet

admin.id appUser.id
Figure 2. Wallet of Blockchain holding User ID

The Blockchain Technology selected in this proposed system was Hyperledger Fabric
Blockchain. It is a private blockchain which using Certificate Authorities to generate the 1D of
the user. The main features of the proposed system used to enhance the security was only the
admin of the system can register the authorized user into the blockchain network. Once the user
was successfully register, the 1D will be created in the wallet of the blockchain network as
shown in Figure 2.

€ MQTT broker

Figure 3. IoT Server running on Blockchain Network
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Figure 4. Web Server running on Blockchain Network

With the use Blockchain Technology to enhance the privacy and security issues, the
author had developed the 10T server and the Web server to be running on the Blockchain
Technology, where only the registered user can access to it. With this, it was much reducing
the attacking from outsiders such as attackers and hackers to hack the users’ personal health
data.

Referring to Figure 3, the 10T server is subscribing to the MQTT Broker. MQTT Broker
is a lightweight transport protocol using a publish or subscribe message queuing model to carry
out the message (MQTT Documentation, 2021). It was act as a connection between the 10T
sensors and the 10T server to send and receive data.
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Figure 6. Example Mailbox sent when the button is pressed

From Figure 5 and 6, it was showing the example of sending email notification to the
medical staff when the patient or user pressing the emergency button. This feature was to alert
the medical staff that their patient was in a bad condition, hence, they can take action
immediately.
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Conclusion

The proposed system has been successfully develop and tested by the author. The 10T server
and the Web server were successfully running on the Blockchain Network which to reduce the
risks on being attack by the hackers or attackers to retrieve users’ data during the data
transmission. Besides, the membership service which using the Certificate Authority was
playing an important role to allow user access to the Blockchain Network. Lastly, registered
users were allowed to measure their health condition using the sensors and data was
successfully transmit from the sensors to the Blockchain Network.
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